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Abstract. The security of mobile communication is of great interest nowadays because of the wide
spread and extensive use of mobile communication worldwide. Although LTE has been designed to
provide better security than previous generations mobile networks, it is still vulnerable to attacks. In
particular, it fails to protect the privacy of the subscribers. This paper focuses on the sensitive identities
and parameters whose disclosure can directly damage the privacy of the subscribers or can be used as
a basis to mount more advanced attacks. The sensitive data can be collected either by physical access
to the user equipment or by attacking the radio link between the subscriber and the mobile station. We
describe some low-cost possibilities to collect the data and refer to both passive and active attacks in
LTE networks.
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1. INTRODUCTION

1.1. Motivation and Contribution

The percent of the worldwide population that owns a mobile phone was estimated to be 62.9% in 2016,
and it is forecasted to grow up to 67% in 2019 [1]. In March 2017, LTE market reached 28% of all mobile
wireless technologies connections [2], and it is expected to continuously grow in the next years due to the
increase in the usage of smartphones. Under these circumstances, the security of mobile communication in
general, and LTE in particular, is of great interest. Although LTE has been designed to provide better security
than previous generations networks, it is still prone to attacks. An important aspectin mobile security is the
privacy of subscribers, for which LTE has been proved to remain vulnerable. For example, in LTE is still
possible to test the presence or absence of subscribers in a given area, and even track their movement in time.

This paper focuses on the sensitive information that can be revealed at the user side or by attacking the
radio link in the LTE access network. We first assume physical access to the user equipment and test by
experiment how to access sensitive data.

We exemplify this by using some built-in codes and mobile applications on Android. Then, we point out
to some ways to attack the radio interface between the user equipment and the base station. We refer to both
passive and active attacks, and we mostly base the description of these attacks on personal previous results [3,
4]. Unlike the previous work, we do not only look at the network side (base stations), but also at the client side
(user equipment). Moreover, we do not focus on how to implement particular types of attacks, but give an
overview of means in which the sensitive information can be leaked at both ends.

1.2. Related work

LTE has been proved vulnerable to attacks that makes it susceptible to sensitive information leakage.
Much work has been done both on eavesdropping and collecting the data that is sent in clear in regular
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communication settings (passive attacks),and on building rogue base stations that impersonate commercial
networks (active attacks). Examples include IMSI catching, downgrade to previous generations mobile
networks (2G/3G), DoS (Denial-of-Service) and location tracking [3, 4, 5, 6, 7, 8, 9, 10].

Compliance with the LTE standards has been tested for several settings. Rupprecht et al. tested
compliance of some equipment (phones and modems) with respect to encryption and authentication
mechanisms [9]. We have tested compliance of modern smartphones with respect to IMEI disclosure [4].

Commercial LTE IMSI Catchers have been available to police and governmental institutions for many
years now. Examples include the Stingray device, for which the manuals had been made public very recently
[11] and the Cobham spy equipment [12].

Work has been done to mitigate and counter attacks in LTE [13, 14]. Much effort has been spent lately
to eliminate the possibility to send IMSIs in clear, for example by using public key cryptography or new types
of identifiers [15, 16, 17, 18, 19]. However, the existing solutions are not feasible in practice because lack of
efficiency, necessity to change the existing architecture of the network and availability issues (limited number
of usage). Cryptographic solutions to improve the AKA (Authentication and Key Agreement) mechanism so
that it provides subscriber privacy has been considered. Fouque etal. proposed a variant of AKA thatis resilient
against Man-inthe-Middle attacks and disallow linkage of subscribers’ sessions in the absence of corruption
[20]. Previous similar solutions existed, but there were proved to fail some of the security requirements or fail
to resist attacks [21, 22].

1.3. Outline

This paper analyses the sensitive information disclosure in LTE from two different perspectives: when
the adversary has physical access to the user equipment, and when the adversary attacks the radio link between
the user equipment and the base station. The next section introduces a short description of the LTE architecture
and lists sensitive identities and parameters defining the subscriber or the network. Section 3 describes the
hardware and software used for emulating an LTE network and the mobile applications used for testing
purposes. Section 4 introduces a short analysis of data retrieval by physical access tothe device. Sections 5
and 6 summarise passive and active attacks against the radio link, and Section 6 concludes.
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Fig. 1 — LTE architecture [3].

2. PRELIMINARIES

2.1. LTE Architecture

The LTE architecture is illustrated in Figure 1. The UE (User Equipment) is the user device (e.g.: mobile
phone, modem) equipped with a USIM (Universal Subscriber Identity Module) card that stores the permanent
identity of the subscriber (IMSI) and the root cryptographic key (K). The UE gets access to the operator
network by connecting via radio link to a base station, called eNodeB. When the UE successfully attaches to
the radio access network, it is said thatthe UE camps on a cell,where each cell operates on a specific frequency
(EARFCN) and is identified by a cell ID. The access networkin LTE is called EUTRAN (Evolved Universal
Terrestrial Radio Access Network). The core network in LTE is called EPC (Evolved Packet Core) and is
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responsible of identification and authentication of subscribers, resource allocation, mobility management and
interconnection to other networks. A complete description of the LTE architecture is beyond the scope of this
paper. The reader can find the detailed description of LTE architecture in 3GPP standards [23] or white papers
[24, 25]. More about the security architecture can be found in [26].

2.2. ldentities and Parameters

Sensitive data reside both at the subscriber’s and the mobile operator’s side. Parameters that uniquely
identify asubscriber can expose the physical identity of the person using the subscription and facilitate location
tracking. Similar, mobile network configuration provides valuable input that may be sufficient for an adversary
to set up a rogue base station. We now describe some of the most important identities and parameters, at both
sides.

Sensitive parameters at the user side include:

e IMSI (International Mobile Subscriber Identity): The permanent identifier of the USIM that uniquely
identifies the subscriber, and it is used to grant access to services and payment management;

e IMEI (International Mobile Equipment Identifier): The unique identifier of the user equipment (e.g.:
mobile phone, modem), which can be used by the operator in case of device thefts to deny connectivity
to the mobile network;

« IMEISV (IMEI Software Version): A unique identifier of the user equipment that addsa 2-digit Software

Version Number (SVN), which indicates the software version installed on the device;
e TMSI (Temporary Mobile Subscriber Identity), GUTI (Globally Unique Temporary 1D), GUMMEI
(Globally Unique Mobility Management Entity Identifier): Temporary identifiers of subscribers that are
used instead of the IMSI with the main goal to avoid privacy breaches (e.g.: identification, location
tracking, etc.) and are periodically changed at intervals established by the network operator;

» The private key K: The root key used to derive the hierarchy of cryptographic keys that are subsequently
used to provide authentication, confidentiality and integrity.

The parameters are available in the core network too, being necessary for the identification and
authentication of the subscribers. More precise, a challenge-response mechanism takes place, during which the
core network verifies by a random challenge that the subscriber knows the private key K that corresponds to

the given IMSI.
Parameters at the network side, which define the operator and the actual implementation of the network,

include:

* MCC (Mobile Country Code): The identifier of the country where the network is deployed;

e MNC (Mobile Network Code): The identifier of the network operator in a country;

o TAC (Tracking Area Code): A code that identifies a geographical region of a network operator that is
served by the same MME (Mobile Management Entity) in the EPS;

o EARFCN (EUTRA Absolute Radio-Frequency Channel Number): The uniquely identifier for the LTE
band and carrier frequency in a cell, with a 1-to-1 correspondence between the EARFCN and the uplink
and downlink frequencies used for mobile communication.

3. EQUIPMENT AND TOOLS

3.1. Emulation of the LTE Network

A LTE network can be setup with low cost COTS (Commercial Off The Shelf) hardware and open source
software. All the functionality is emulated on a computer, while the radio connectivity is supplied by a SDR
(Software Device Radio). The software allows the emulation of the core network on a personal computer. It
also provides connectivity to the SDR, which is configured to run as an eNodeB. Hence, the EPC runs
completely on one computer, and the access network (E-UTRAN) consists in the SDR that is connected to the
computer (Figure 2).

There exist several manufacturers of SDR devices. Examples of popular SDR devices include the USRP
(Universal Software Radio Peripheral) series from Ettus [27], HackRF One [28], bladeRF[29], Eurecom
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ExpressMIMO 11 [30], limeSDR [31]. For our experiments, we have successfully used B200mini from Ettus
(Figure 3(a)), and HackRF One (Figure 3(b)) [3, 4].

Open Source
Software

L J
T EPC
eNodeB

Fig. 2 — Implementation of a LTE network using SDR and open source software [4].

(a) USRP B200mini (b) HackRF One

Fig. 3— SDR Equipment.

Specialized software that emulates the functionality of the mobile network is freely available online.
Examples for 4G mobile networks include OpenLTE [32], srsLTE [33, 34], gr-LTE [35] and Open Air
Interface (OAI) [36], but implementations for previous generations also exists (e.g.: OpenBTS for GSM
networks [37]). Different software systems must be used for different purposes. This is because even though
all aim to be compliant with the LTE standard, not all functionalities are currently implemented. For example,
paging is not implemented in OAI at the moment, so it cannot be used to set up paging attacks. We refer to
paging attacks in Section 5.

Setting up a LTE network with the correct parameters can impersonate a commercial mobile network
and can force the UE to connect to the false network, where it will reveal private information. This results in
an active attack against the privacy of the subscriber. We refer to active attacks in Section 6.

3.2. Mobile Applications

For testing purposes on the user side we have used five free applications available on Google Play Store
[38] that display information about the USIM or the LTE network. There is a multitude of such applications
online, and we did not aim to exhaustively test all of them, but to show that it is possible to get access to data
by using mobile applications. Table 1 lists the applications we tested. We have installed and run these
applications on Nexus5 and Nexus5X smartphones. Section 4 contains the results.

4. PHYSICAL ACCESS TO THE UE

Some mobile network parameters can be found by physical access to the user equipment. This can be
done either by running specific built-in codes, or by running applications that are available atno costs on the
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application repositories. Side channel attacks or low-level programming on the baseband processor proved to
reveal private information that is supposed to be unreachable to attackers [39, 40].

Table 1

Applications
Application Author
SIM Reader Jaemin Kim
SIM Card Info Harry Gonzalez
SIM Card Information and IMEI Trusted App Developers, Inc.
G-NetTrack Lite GyokovSolutions
LTE Discovery Simply Advanced

4.1. Built-in Dial Codes

Mobile operating systems permit to dial codes that display information that is normally hidden to
ordinary users. The codes are handy to programmers for troubleshooting, but might also be useful to users with
a deeper understanding level.

The codes and the data they display are dependent on the operating system and the hardware. They are
mostly accessible online [41, 42, 43]. Tables 2 and 3 contain examples of built-in codes that display sensitive
parameters.

Table 2

Information Disclosure - User Equipment

Handset Operation System IMSI IMEI IMEISV
Nexus 5 Android v6.0.1 - Phone Status Menu Phone Status Menu
- *HEHA636H*H* -
- *#06# -
SIM Reader SIM Reader SIM Reader
SIM Card Info SIM Card Info SIM Card Info

SIM Card Information and IMEI SIM Card Information and IMEI -

Nexus 5X Android v7.0 - Phone Status Menu Phone Status Menu
- *HHABIGH A -
- *#06# -
SIM Reader SIM Reader SIM Reader
SIM Card Info SIM Card Info SIM Card Info

SIM Card Information and IMEI SIM Card Information and IMEI -

4.2. Applications

We investigate which pieces of information can be exposed by using freely available software, both at
the user and at the network side.

We are interested in the identities and parameters whose disclosure affect the privacy of the user or the
security of the communication in general. The list does not aim to be comprehensive, but our goal is to
emphasize by a few examples that this is possible. The large number of such applications that exists on
repositories show the high interest in the area.
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Table 3

Information Disclosure - Network Operator

Handset Operation System MCC MNC TAC EARFCN
Nexus 5 Android v6.0.1  *#*#4636#™ #*  *H*HAG36H H*  *HHAGIGH H* -
G-NetTrack Lite G-NetTrack Lite G-NetTrack Lite -

LTE Discovery LTE Discovery LTE Discovery

Nexus 5X Android v7.0  *HFHAG3GH*H*  FHHAG3IGH H*  THFHAGIOHTH*  FHFHAGIGH H*
G-NetTrack Lite G-NetTrack Lite G-NetTrack Lite G-NetTrack Lite

LTE Discovery LTE Discovery LTE Discovery LTE Discovery

Tables 2 and 3 show the displayed identities and parameters. The built-in codes and applications give
also additional information on the network operator implementation (e.g.:eNodeB ID, Cell ID, etc.) and radio
channel parameters (e.g.: noise ratio, signal strength, etc.).

Mobile malware is an significant threat to mobile security. Installing malware does not necessarily
require physical access to the device. Malware can disclose sensitive information such as permanent and
temporary identities (which lead to localization of the subscribers and movement tracking) or cryptographic
keys. As an example, Xenakis and Ntantogian showed how to attack the baseband modem of mobile phones
and steal security credentials, identities and cryptographic keys [40]. Their attacks work for both Android and
iPhone devices. Unlike malware, there are applications that leak private information without intention, but
because of insecure implementation or other factors. Graa et al. exploited side channels attacks and found that
35% of the analyzed mobile applications leaked sensitive information [39]. Their study was conducted for
Android applications only.

<systemInformationBlockTypel>
<cellAccessRelatedInfo>
<plmn-IdentitylList>
<PLMN-IdentityInfo>
<plmn-Identity>

<mcc>
<MCC-MNC-Digit>f/MCC-MNC-Digit>
<MCC-MNC-Digit>Q/MCC-MNC-Digit>
<MCC-MNC-Digit>{/MCC-MNC-Digit>
</mcc>
<mnc>
<MCC-MNC-Digit>flYMCC-MNC-Digit>
<MCC-MNC-Digit> MCC-MNC-Digit>
</mnc>
</plmn-Identity>

<cellReservedForOperatorUse><notReserved/></cellRes

</PLMN-IdentityInfo>
</plmn-IdentityList>
<trackingAreaCode>

</trackingAreaCode>
<cellldentity>
</ce1!1dent1ty>
<cellBarred><notBarred/></cellBarred>
<intraFreqReselection><allowed/></intraFreqReselection>
<csg-Indication><false/></csg-Indication>
</cellAccessRelatedInfo>
<cellSelectionInfo>

<q-RxLevMin>@</q-RxLevMin>
</cellSelectionInfo>

(a) SIB1 message

<interFreqCarrierFreglList>

<InterFreqCarrierFregInfo>
<dl-CarrierFre qul-ta rrierFreg>
<q-RxLevMin>q q-RxLevMin>

<t-ReselectionEUTRA>1</t-ReselectionEUTRA>
<threshX-High>6</threshX-High>
<threshX-Low=6</threshX-Low>
<allowedMeasBandwidth><mbwl@0/></allowedMeasBandwidth>
<presenceAntennaPortl><false/></presenceAntennaPortl>
<cellReselectionPriority>6</cellReselectionPriority>
<neighCellConfig>

01

</neighCellConfig>
<q-0ffsetFreq><dB@/></q-0ffsetFreqg>

</InterFreqCarrierFreqInfo>
<InterFreqCarrierFre fo>

<dl-CarrierFre </dl-CarrierFreg>
<q—RxLevMin>d/q—RxLevMin>
<t-ReselectionEUTRA>1</t-ReselectionEUTRA>

(b) SIB5 message

Fig. 4 — SIB messages [4].

5. PASSIVE ATTACKS

An adversary can easily intercept the messages sent on the radio link. If the messages are sent in clear
(unencrypted), the attacker can simply eavesdrop the radio link and find values that might be of interest by
themselves or might help to setup more advanced attacks. Because the adversary does not actively interfere in
the message flow, but only eavesdrops on the communication channel, these types of attacks are called passive.



7 On low-cost privacy exposure attacks in LTE mobile communication 367

Passive attacks with direct or indirect consequences against the privacy of a LTE subscriber include:
interception and decoding of MIB (Master Information Block) and SIB (System Information Block) messages,
paging messages and measurements reports.

Interception and decoding of MIB and SIB messages. Information block messages are broadcasted by
the eNodeB in the coverage area to notify its presence to the subscribers. MIB messages contain the
configuration details such as the bandwidth and SIB scheduling information. SIB messages contain more
specific information, depending on their type [44]. For example, SIB1 contains cell access related data (MCC,
MNC, TAC) and SIB5 contains inter-frequency reselection related data (the frequencies in use for the existing
cells in the area and their associated priorities). Although MIB and SIB messages do not contain data that
disclose subscribers’ privacy directly, the
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Fig. 5 — Cell scanning.

values they broadcast are required for more advanced attacks (e.g.: the inter-frequency reselection priority list
gives the correct configuration for a false base station such that user equipment trigger cell reselection). Figure
4 illustrates SIB1 and SIB5 messages sent by a commercial network operator [4].

The messages were intercepted and decoded by using LTE Cell Scanner and Tracker, an open source
software that can be used to sniff the radio interface and decode messages in the 20MHz downlink bandwidth
[45]. Figure 5 shows cell scanning in the area of NTNU and the information obtained from the MIB messages.

Interception and decoding of paging messages. Paging messages are used to discover the presence of a
subscriber in an area and contain identifiers of subscribers [44]. A paging is usually a wake-up message for a
UE that is in idle mode, indicating that the network needs to communicate something to the subscriber. For
efficiency reasons, the paging messages are only sentin a limited area, where the UE is most likely located,
and not over the entire radio coverage.

It follows that once a paging message was sent for a given identity in a specific area, the probability to
locate the subscriber in the area is high. Although a safe implementation of the mobile network imposes that
the identity present in the paging messages is a temporary one, it was proved that linkability between the
temporary and the permanent identity of the subscriber is possible (by more advancedattacks),both in previous
generations mobile networks and in LTE [6, 46].

Interception and decoding of measurements reports. Upon request, the UE performs radio measurements
and send reports to the eNodeB. The communication is unencrypted, which makes them wvulnerable to
eavesdropping. Because the measurement reports contain information about the nearby base stations and their
corresponding transmitting power, the adversary can use the data to determine the subscriber’s location [6, 7].
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6. ACTIVE ATTACKS

An active attack is more advanced than a passive attack in the sense that the adversary does not only
eavesdrop on the radio link, but can also actively interfere in the message flow. Active attacks that damage the
privacy of a LTE subscriber include: IMSI Catchers and triggering passive attacks.

IMSI Catchers. They are active devices that make the UE disconnect from the commercial LTE network
and attachto the rogue eNodeB, disclosing information about the subscriber’s identity. Building a simple IMSI
Catcher whose only purpose is to collect IMSIs is easy and can be done at affordable price for individuals [3].
Figure 6 shows the capture of an IMSI, as a result of an Identity Request message initiated by the rogue
eNodeB. This is possible because of a security policy breach that allows the UE to send the IMSI in clear as a
response to a eNodeB request. The risk of exposure was well known at the moment of standardization and
assumed by the 3GPP: “The user’s response contains the IMSI in cleartext. This represents a breach in the
provision of user identity confidentiality ” [26]. This allows an adversary to setup a rogue eNodeB that
impersonates the commercial network, force the UE to try attachment and then request the IMSI. Forcing this
behavior is possible if the IMSI Catcher is configured with the correct parameters, based on the network
identity (MNC, MCC, TAC) and the priority of frequencies that are broadcasted in the SIB messages. IMEI
canalso be queried by a similar request, but the devices do not respond with the IMEI unless there is no USIM
card available or emergency procedure is in place, which makes them compliant to standard [26]. Some old
devices have been shown to be vulnerable to this kind of attacks and exposed their IMEI [47].

Triggering passive attacks. Active attacks can be used to trigger a passive attack, at a time that is
convenient for the adversary and under specific circumstances. For example, the adversary does not have to
wait for a paging request to take place, but can trigger paging by himself and then use the same approach as in
the passive paging attack. Social applications (e.g.: Facebook, WhatsUp) can be used to trigger paging
messages [6]. This is because a paging message is triggered whenever, for example, someone starts to write a
message. The recipient is notified that a message is being typed, and this is performed by a paging message.
Hence, an adversary can trigger a paging attack against a subscriber if it knows his identity and starts (or at
least pretends to start) a communication with him on a social network. Similar attacks are possible for the
measurement reports, an attacker being capable to request to the user specific report information that include
for example evenits GPS coordinates [6]. This is of course a clear example of privacy disclosure, because the
adversary finds where the subscriber is.

Advanced functionalities of IMSI Catchers. Advanced IMSI Catchers can create a different behavior for
the UE. For example, the rogue eNodeB candeny access to the UE and send it back to the commercial network.
This decreases the chances to notice the attack is taking place, because the reconnection to the commercial
network is performed fast. However, in addition to capturing the IMSI, the IMSI Catcher can make the UE
downgrade to 2G/3G or even deny access of the subscriber to any mobile service, until restart[3, 4, 6, 7].
Downgrading to previous generations network makes the UE susceptible to the existing attacks in less secure
networks, while access deniability concludes in a DoS (Denial of Service). Both attacks are easy to mount and
only require basic changes to the open source software code [3, 4].
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110 SACK id-downlinkNASTransport, Identity request
146 SACK id-uplinkNASTransport, Identity response
dodoimlial o
182 id-initialUEMessage, Tracking area update request
110 SACK id-downlinkNASTransport, Tracking area update reject

94 id-downlinkNASTransport, EMM status
214 id-initialUEMessage, Attach request, PDN connectivity request

[

NAS-PDU: 17f49d7386090756082924505902830303
v Non- Access-Stratum (NAS)PDU

0001 .... = Security header type: Integrity protected (1)
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b
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Fig. 6 — IMSI Catcher [4].
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7. CONCLUSIONS

LTE security analysis is a hot topic nowadays, being of great interest to both academia and industry.
Although designed to provide better security than previous generation networks, LTE cannot fully protect the
privacy of the subscribers. This is because security policy breaches were allowed in the standard (e.g.: IMSI
transmission over the radio link in clear), but also because of improper design and implementation performed
by the operators and manufacturers, as many configurations are left to their choice (e.g.: the time interval to
change the temporary identifiers, a clear indication on the mobile phone if the communication is encrypted or
not).

We have presented some possibilities to collect sensitive information either by physical access to the
user equipment or by listening to the radio communication link, which can be further used to mount more
advanced active attacks. We give a brief classification of different types of passive and active attacks against
LTE. To conclude, we highlight the existence of breaches in the security of mobile communications, and we
emphasize the need for more secure mobile systems, especially in the context of the Internet of Things (10T).
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