THE PUBLISHING HOUSE
OF THE ROMANIAN ACADEMY

PROCEEDINGS OF THE ROMANIAN ACADEMY, Series A,
Volume 16, Special Issue 2015, pp. 329-338

COMPARISON-BASED APPLICATIONS
FOR FULLY HOMOMORPHIC ENCRYPTED DATA

Mihai TOGAN1, Luciana MOROGAN2, Cezar PLESCA3
1,3certSIGN,

RD Department, Bucharest, ROMANIA
Technical Academy, Bucharest, ROMANIA
E-mail: mihai.togan@certsign.ro

2Military

The cloud computing providers need to offer security warranties. As we all know, one of the critical
points is the confidentiality and access to customer data which, these days, is migrated and managed
in cloud environments. In this sense, one solution is based on encrypting data before its upload in
cloud. But this approach sets a limit regarding data processing. In this article we present a practical
application of the homomorphic encryption schemes, namely the problem of finding
maximum/minimum from a collection of encrypted integers. First, we present our algorithm that can
be run directly in cloud without the need for an intermediate data exchange with the client. Second,
our experimental results show the time resources necessary to evaluate the proposed algorithm.
Key words: fully-homomorphic encryption, cloud processing, maximum problem.

1. INTRODUCTION
There is a traditional solution for ensuring the confidentiality of the data which is migrated in cloud. It
resides in encrypting the data at the source and keeping the encrypted data on servers in cloud. Access to the
decryption keys is granted only to authorized users. The traditional model consists in three parts: i) the cloud
provider manages data storage services; ii) the data owners encrypt their data files before the upload in the
cloud platforms (the encrypted data is stored in cloud or shared with other users that have access rights to it);
iii) the operations performed on the data (searches, updates, modifications...) are done by the cloud users
which have to download the data in encrypted format and use the necessary keys for decoding these files.
However, this approach has its weaknesses. An important one resides in the fact that such a model, let
us call it static, does not allow processing the data directly from the cloud infrastructure. The main advantage
of cloud migration, namely the large computing power provided to the customers, cannot be used in this case
because the data is not accessible to the cloud. Such a solution limits the cloud infrastructure only to the data
storage service. This approach leads to a decrease in scalability and flexibility. There are others shortcomings
of the model presented above, but we chose not get into details in these directions as these topics do not
represent the subject for the present paper. What is important for the perspective of the present paper is the
possibility of being able to process encrypted data directly in cloud. A solution much closer to the model that
cloud services are able to offer to their clients involves renting also the processing capabilities.
The idea of using a fully-homomorphic encryption scheme that would work in reasonable performance
conditions allow data to be processed in encrypted format. The server knows only the processing algorithm.
Data processing is done by the server using this algorithm, involving a series of mathematical operations on
the data. In this case, the formal scenario implies an entity (e.g. a cloud client) that sends information under
an encrypted format to a third party server (e.g. a cloud computing service that cannot be considered
trustworthy) in order to store and process data. The server must be able to perform computations on the data
according to the algorithm, without having access to the decryption keys (thus, neither to the data). The
result of this encrypted format processing is sent back to the client entity that holds the decryption keys.
The scenario we are speaking of was first demonstrated to be possible in 2009 by the first fullyhomomorphic encryption scheme. This new scheme, introduced by C. Gentry in [1], allows performing two
operations (i.e. addition and multiplication) with encrypted data. The result obtained from these operations
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represent precisely the encryption of the result of some operations performed over the data in clear. This
entire context of migrating data in cloud aims to perform operations with encrypted data in cloud. From a
practical point of view, the functionality and the efficiency of the theoretical model would provide an
excellent mechanism for data protection, at least for ensuring confidentiality. With the data migrated by the
clients under encrypted forms before reaching the cloud servers and with the homomorphic encryption
scheme, the cloud servers could implement any computation on these data without having access to the
customers data.
Our contribution, in the above presented context, resides in a solution for the issue of determining
the maximum element within a collection of fully-homomorphic based encrypted values. In this regard, we
proposed a logarithmic form of the maximum algorithm in order to be best adapted to a leveled – FHE
scheme. Moreover, our algorithm can find the maximum of a given encrypted values array without the need
to collaborate with the client. We argued the benefits of our approach in terms of levels costs. We made a
practical implementation of the algorithm using a leveled-FHE scheme and we measured the involved costs.
The suggested routines can be part of an application running on an untrusted server (located in cloud).
A first simple example of applicability that crossed our minds is a cloud server that holds two lists: one
corresponding to the name in clear of the employees of a client company and a second one with encrypted
values for their corresponding salaries. In this scenario, the client can get from the server the largest value for
the amount of the revenue which is paid by the company, without the cloud server to find out this value or
whose employee it belongs.
This paper is organized as follows. In Section 2 we briefly present some homomorphic encryption
schemes along with a summary of the BGV [2] scheme. We chose the BGV scheme for the implementation
of our solution of finding the maximum from a collection of encrypted integer values. Section 3 briefly
describes the issue of comparing two encrypted integers. We used it within the proposed solution which we
described in Section 4 along with our experimental results. Finally, Section 5 outlines our conclusions.
2. HOMOMORPHIC ENCRYPTION SCHEMES
Homomorphic cryptography was first introduced by R. Rivest et al. [3] in the early 1978s. Gentry’s
idea [1] is that any processing algorithm over a set of data can be reduced to a multitude of addition and
multiplication operations at the bit level (XORs and, respectively, ANDs). Thus, if those data are bitwise
encrypted and the encryption scheme supports the application of as many homomorphic transformations in
relation to the two mathematical operations above, then it becomes possible to perform any processing
algorithm directly on the encrypted data. The result of the processing is the one that could be obtained if the
same operations were applied over the data in clear format.
Still, a question remains. Is this idea efficient enough to be used for computing models applied over
externalized data? The efficiency is analyzed in relation to (1) the time required for executing the
encryption/decryption algorithms and the processing operations evaluation and (2) the required computing
resources (memory, processing power etc.), both on the server and at the client. Gentry analyzed in [4] the
time required to a Google search using a query containing only one word which is encrypted. The encryption
is realized using techniques from [1]. Gentry estimated that this new kind of Google search is a trillion times
longer than the existing time required for queries in unencrypted format of the same word. Even if deeper
analyses were made on Gentry’s proposal, his estimation offers quite an eloquent dimension of the
inefficiency of these schemes at the moment.
Another challenge with these types of schemes is represented by the support in obtaining the highest
possible flexibility at the level of the processing algorithm. This flexibility refers to the ability of the scheme
to support a wider range of operations on the encrypted data, while also keeping the accuracy of the results
and an acceptable level of resources required for accomplishing this processing. In this context of
performance, regarding efficiency and flexibility, there are more issues that compromise Gentry’s idea. Since
2009, a lot of research effort was focused on finding reliable solutions that meet the requirements of the
scenario presented at the beginning of this section. In the recent years, there were many continuations to
Gentry’s work, either new schemes or new optimizations to the existing ones [2, 5 – 12].
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2.1. BGV Encryption Scheme
The simplest and one of the most efficient fully homomorphic encryption scheme which is known to
date was constructed in [6] and it was refined in [2]. The whole construction is based on the so called
"learning with errors" (LWE) problem, first presented by Regev in [13] (see also [14]). The LWE assumption
n
states that if s  Z q is an n dimensional (secret) vector, then any polynomial number of "noisy" random
linear combinations of the coefficients of s are computationally indistinguishable from uniformly random
elements in Z q . More precisely:
c

(n)
(n)
,
{ai , ai , s  ei }ipoly
 {a i , ui }ipoly
=1
=1

(1)

n
where a i  Z q and ui  Z q are uniformly random, and the "noise" ei is sampled from a noise distribution

that outputs numbers much smaller than q (for example, a discrete Gaussian distribution over Z q with small
standard deviation). The LWE problem is at least as hard as finding short vectors in any lattice (see [13] and
[15]).
n
To encrypt a bit m , a random a  Z q and a "noise" e  Z q are chosen. It is computed

b  m  2e  a, s with s representing the public/secret key. The cipher-text is c  (a, b)  Z nq 1 . For the
decryption process, there has to be done the computation b  a, s . The result is represented by 2e  m
(mod q ). Since e is chosen to be much smaller than q , it is obtained that 2e  m (mod q ) = 2e  m .
Finally, it is computated 2e  m (mod 2) to obtain m .
This scheme is homomorphic in respect to addition, until too much noise accumulates. To make it
homomorphic in respect to multiplication it is needed the re-linearization, introduced in [2, 6]. This method
allows the multiplication by encrypting the resulted product under a new secret key. By posting a "chain" of
L secret keys, it may be performed up to L levels of multiplications. This new construction produces a
leveled fully homomorphic encryption scheme without using Gentry’s bootstrapping procedure (see [1]).
3. COMPARISON OF FH-ENCRYPTED INTEGERS
For the algorithm which we propose in the next section of this paper, we needed the > comparison
operator. In this manner, we make a short review of our previous implementation [16] of a homomorphic
evaluation for the comparison operators applied to encrypted integer values.
In [16], we bring in an O(log 2 ( n)) solution that evaluates the comparison X > Y . This comparison
evaluates two fully-homomorphic–based encrypted integers. Long story short, this approach uses the binary
representations of the integers X = xn 1 xn  2  x0 and Y = yn 1 yn  2  y0 . In the particular case of the onebit length integers, x and y , the comparison operators can be expressed using the following polynomial
relations in Z 2 . The addition and the multiplication operations represent the bitwise XOR and AND:

x > y  xy  x = 1

(2)

x = y  x  y 1 = 1

(3)

For the general case of n -bit length integers, the polynomial relation which can evaluate the
comparison X > Y are recursively constructed using the following decomposition ( l = n/2  ):
msb( X )
lsb( X )

 


msb(Y )
lsb(Y )
 

xn 1  xl xl 1  x0 > yn 1  yl yl 1  y0 

msb( X ) > msb(Y )   msb( X ) = msb(Y )   lsb ( X ) > lsb (Y ) 

(4)
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The relations (2) and (3) are generalized by the recurrences presented below (choosing each time
l =  j/2  ). This generalisation is possible making use of (4) and the definitions of the two functions t and
z (see bellow):

j =1
 xi yi  xi ,
ti , j = 
ti l , j l  zi l , j l ti ,l , j > 1
 xi  yi  1, j = 1
zi , j = 
 z i  l , j  l z i ,l , j > 1

(5)

(6)

The two functions t and z are defined as follows:
1. ti,j represents the boolean value corresponding to the truth value of the expression

xi  j 1  xi > yi  j 1  yi
2. zi,j represents the boolean value corresponding to the truth value of the expression

xi  j 1  xi = yi  j 1  yi .
The evaluations of X > Y and X = Y can be obtained by computing t0,n and z0,n , respectively.
Their definitions led to an implementation based on divide-and-conquer approach. The main benefit consists
in the depth of the equivalent boolean circuits which are exactly log 2 (n)  1 in the case of t0,n and

log 2 (n) for z0,n . The practical implementation (followed by the corresponding experimental results)
described in [16] is built on top of HElib library [17]. It consists in coding the corresponding compute_t and
compute_z recursive functions (C/C++ code). In this manner, we used the leveled version of the BGV FHE
scheme [2] (embedded in the 2014 version of HElib). The reported time for the comparison of two 8-bit
integers, X > Y , is  12 seconds (for 128 bits of the claimed security and using one core of an Intel(R)
Xeon(R) E5-1620 at 3.6 GHz).
In the literature, there is another approach of the same issue of the encrypted integers comparison,
which can be found in [18]. This one is based on integers substraction and evaluation of the resulted sign-bit.
As both methods, [18] and [16], have similar efficiency, we chose to use [16] as it represents the result of our
previous work.
4. THE MAXIMUM OF A FH-ENCRYPTED ARRAY
4.1. A naive approach
A rather naive approach for the maximum problem was already suggested in [16]. The method
requires the existence of a messages exchange protocol between a server and a client. The messages are
represented by FH-encrypted values. In short, we supposed that the server holds a set of N encrypted
numbers {Cx1 , Cx2 ,, CxN } , with Cxi representing the FH-encryption of the value xi for i = 1 N . The
algorithm to find the maximum value, that we proposed in [16], is described below:
• For each index i found in the { 1, N } interval, the server makes the following computations:
- For all j with j  i , the server computes the F (Cxi , Cx j ) evaluation. The F function is the
result of calling a function compute_s that evaluates the result of  operator. The result of the evaluation of
F (Cxi , Cx j ) is Enc(1) if and only if xi  x j ;
- The server computes the product P(i) =  j iF (Cxi , Cx j ) . P (i ) is Enc(1) if and only if

xi is the maximum in the set {x1 , x2 ,, xN } ( xi  x j for any j  i ) .
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• The server sends the value of P (i ) to the client
• The client decrypts it and if the obtained value is 1, then the protocol stops with the result that
the xi value is the maximum element
• If the client decrypts 0, then it will request the server to go for the next i in the index set
{1,  N } .
The above solution has some disadvantages. For each i th iteration of this message exchange, the client
has indeed the possibility to know whether or not the maximum of the array is represented by the x value
(indexed by i in the set of encrypted values). It is obvious that, in the worst case, in order to find the
maximum over a set of N values, it is necessary to know N intermediate results computed and sent by the
server to the client. Furthermore, for the computation of each of these values, there are necessary N  1
evaluations of the comparison operator  (which is also the most expensive of the three operators that can
be evaluated >, =,  ). Another disadvantage is due to the fact that the server can find the information
regarding the position i of the maximum element, even if it does not know its value. Indeed, this can be a
problem considering the context of certain applications which involve the usage of the solution for the
maximum.
Resuming the simple example we presented in the first chapter of this paper, we try to exemplify this
disadvantage. Suppose, again, the server in cloud that holds the two lists: one containing the employees of a
client company (storing the names of the employees in clear, on the server) and one composed by the
encrypted values for their salaries. In the context of the client requesting the employee (meaning the index in
the list) with the highest income, the server can find out the person with the maximum revenue. In order to
eliminate this problem, the protocol above needs to be continued so as to fully browse the list of indexes up
to step i = N , even if the client already learned the maximum in an intermediate step. In this case, all N  1
comparison evaluations are performed on the server, although at the client some of the N decryptions may
not be necessary.
4.2. The new proposal
We continue our previous work (started in [16]), where we used the functions of homomorphic
evaluation of the comparison operators that we proposed. In the present section we describe a better
implementation and an improvement of the algorithm for finding the maximum value of a set of FHencrypted integers. Some experimental results for sustaining our results are also summarized. Our new
solution, that we are about to present, adapt the well known classical algorithm for finding maximum of an
array (presented in Algorithm 1) in order to support the homomorphic evaluations.
Algorithm 1 Classical algorithm for maximum
1: function GETMAX(int V [ ], int N) , where N is the number of elements of V
2:
int max = v[0];
3:
for (int i = 1; i < N; i++)
4:
if (v[i] > max)
5:
max = v[i];
6:
return max;
7: end function

To allow the homomorphic evaluation of the above algorithm we have to rewrite some parts of it (the
decision section) using polynomial forms. First of all, we use an additional function that makes the selection
of the maximum of two values. The result of this selector depends on the result of the comparison between
its input values. We define the selection function as follows:

a, if t = 1
sel : Z  Z  Z 2  Z, sel ( a, b, t ) = 
b, if t = 0.

(7)
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It is easy to see that the function sel (which is in fact the maximum selection operator of two integer
values a and b , depending on the value of t ) can be written under a polynomial form:

sel (a, b, t ) = at  (1  t )b

(8)

In [16], we defined the function compute_t which returns the boolean value of the comparison a > b
evaluation. We replaced the comparison component of the Algorithm 1 with the function compute_t and the
decisional component with the selection function sel. In this way, if we have an array of FH bitwiseencrypted integers and we are using the polynomial implementation of compute_t, then we can run the
function described by the Algorithm 2 to find the maximum value of an array containing FH-encrypted
integers. The new form of the maximum algorithm is presented in Algorithm 2.
Algorithm 2 The maximum algorithm
1: function GETMAX(int V [ ], int N), where N is the number of elements of V
2:
int max = v[0];
3:
for (int i = 1; i < N; i++)
4:
{
5:
t = compute_t (v[i], max);
6:
max = sel (v[i], max, t);
7:
}
8:
return max;
9: end function

We obtained the polynomial form of the function sel having all operations in Z 2 (the multiplication
and the addition are realized using the AND and XOR bit-operators) by using the binary representations for

a = an 1 , an  2 ,...a0 and b = bn 1 , bn  2 ,...b0 . We also needed to define T = t n 1 , t n  2 ,...t0 as the integer value
having all bits 1 or 0 (representing the n -duplicated result of the compute_t function). We used the
definition of sel under the following polynomial form:
n
1..n
1..n
1..n
sel : Z1..
2  Z2  Z2  Z2

(9)

n 1

sel (a, b, T ) = ai ti  (1  ti )bi

(10)

i =0

For the implementation of the sel function, which evaluates the polynomial relation in (10), we
worked with bit-level encrypted values (therefore, all operations are done in Z 2 , where additions and
multiplications mean XORs and ANDs, respectively). For the FHE needed crypto-primitives (KeyGen, Enc,
Dec, add and mul operators) we used the features provided by HElib [17]. We also adapted the finding
maximum function (GETMAX) to a form that uses the divide-and conquer technique. As the Algorithm 2
uses a linear iteration of the input array, in the context of the homomorphic encrypted values, it is not
optimal. The non-optimal feature arises from the N  1 iterations (comparisons and selections) with an
O(N ) equivalent homomorphic circuit depth (the number of consecutive multiplications which have a
negative impact for the growth of the curve of the cipher-text noise). The divide-and-conquer approach is
more appropriate in this case. Overall, it does not decrease the total number of iterations (therefore, neither
the total number of involved multiplications), but it reduces the homomorphic circuit depth to O(log 2 ( N ))
instead of O(N ) .
The Algorithm 3 contains our final recursive implementation. We are working with bit-level encrypted
integers. The encryption of each integer results in a vector of ciphertexts and, in this case, the input array of
the maximum algorithm is an array of vectors of encrypted bits. Using this approach, the server knows the
algorithm required for it to deliver the maximum element in the array. What is of great importance is the fact
that the server does not know neither the value of the maximum, nor its position (its index) in the input
collection of elements. This hidden information occurs as a result of the truth values of the comparisons
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which are not known to the server (the ct_t value is also encrypted). In this case, the selection of the
maximum of two values occurs invisibly for the server. Additionally, each intermediate maximum value
ct_max (the encrypted maximum of two integers) is modified as a result of the mathematical computations
which are required for its homomorphic evaluation. Finally, after completing all iterations, the server is
unable to identify the maximum of the array.
Algorithm 3 The maximum algorithm working on encrypted values
1: function GETMAX(vector < vector < Ctxt >> V [ ], int start, int N)
2:
if (N == 1)
3:
return V [start]
4:
vector<Ctxt> ct_max_1 = GETMAX (V, start,  N/2  );
5:
vector<Ctxt> ct_max_2 = GETMAX (V, start +  N/2  ,  N/2  );
6:
7:
vector < Ctxt > ct_t = compute_t (ct_max_1, ct_max_2);
8:
vector < Ctxt > ct_max = sel (ct_max_1, ct_max_2, ct_t);
9:
return ct_max;
10: end function

5. EXPERIMENTAL RESULTS
For the experimental part of the Algorithm 3, we used the HElib-based implementation of the
comparison operator ( > ) made within [16]. For n -bits length integers, each iteration of the algorithm needs
log 2 (n)  1 levels for evaluation of the compute_t function (comparison). The sel function (selection)
contains only one multiplication and, therefore, it needs one additional level. We have already argued that
the circuit depth is log 2 ( N ) . This means a total of log 2 ( N )(log 2 ( n)  2) levels needed for the evaluation
of the maximum finding algorithm for an array of N encrypted integers. This will conduct to a limitation of
using the leveled version of the [2] scheme. In our case, for an initial setup measuring L levels, we can keep
L/(log ( n )  2)

2
the correctness of the algorithm for at most 2
numbers. There is well known that the performance
of the scheme is affected by the bound N =  (m) , modulus chain length (fixed number of levels) and the
security parameter k .
For N = 1  L/(log 2 (n)  2) , the linear completion of the Algorithm 2 conducts to a threshold which
can be completely inefficient in real applications. In order to illustrate this fact, let us consider the example
of a configuration of L = 50 levels. Algorithm 2 limits the array to a maximum of N = 11 numbers (8-bits
integers). In this proper case, Algorithm 3 allows a processing of 1025 numbers representing a threshold
which is much more closer to the needs of the real applications. As the parameter L drastically affects the
performance and the security of the scheme, its value can not increase unconditionally. Though, it can be
established a trade-off between N , the number of values that are processed by a real application, and the
values of m and L which provide an acceptable level for the security and the efficiency. If N exceeds the
value for L (which is acceptable in terms of the scheme security and efficiency), the solution can be based
on the bootstrapping technique. Even using the leveled version under the bootstrapping optimization of the
BGV scheme [2], the tree approach which we proposed in Algorithm 3 is more efficient. This efficiency
derives from the fact that the recrypt operation (which is time consuming) will be rarely used (as its rate of
applicability is logarithmic instead of the linear one that is used by the Algorithm 2).
We conducted experiments testing the time consumption for the evaluation of our algorithm. We tried
various combinations of the m and L parameters. These parameters define the level of security and they
affect the efficiency of the FHE scheme that we used. For the security level we worked with the HElib
estimation (in accordance with [19], equation number 8, for  = 1 ). In Table 1 we resume the costs (in
terms of both time and memory consumption) that we measured for the homomorphic evaluation of the
GETMAX function.
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Table 1
The GETMAX evaluation costs (in terms of time and memory) of different configurations.
Params
m = 21845, L = 22, N = 16
m = 28679, L = 22, N = 16
m = 53261, L = 40, N = 16

Sec( k )
48 bits
106 bits
140 bits

getmax

comp_t

select

Lf

Enc

Dec

Mem

279.1 sec
346.9 sec
1295 sec

10.4 sec
12.8 sec
47.3 sec

8.3 sec
10.2 sec
38.9 sec

1
1
18

1.5 sec
1.6 sec
5.7 sec

0.7 sec
0.9 sec
3.2 sec

~ 800MB
~ 1.0GB
~ 3.8 GB

The conducted tests involved an workstation with an x64 of openSUSE 12.1 distribution (Intel i74710HQ processor running at 3.5 GHz, one core and 8GB RAM). Working with the bit-level encryption, we
used p = 2 as the base for plain-space specific parameter of the HElib and we used 23 bits per level. Table
1 contains the needed time costs for the homomorphic evaluation of the GETMAX function for an array of
N = 16 integer values (of n = 8 bits length). From the table, one can observe that for an 140 bits security
level, the maximum element can be found in 21 minutes. The average time consumption values at each
iteration of the algorithm are also presented in Table 1. This time consumption is implied by two basic
operations: the comparison (ct_t) and the selection (ct_max). The L f value denotes the base level where the
maximum element is found at the end of the evaluation.
In the case of HElib implementation for an initial fixed L , the values of L f are consistent with the
computations above, considering that the base level of a recent encrypted number is L  2 . Resuming to our
case, for N = 16 and n = 8 there are taking place a number of L = 5 modulus-switching operations at each
of the log 2 ( N ) = 4 necessary levels for the circuit completion. The table contains (indicative) both the
average time required for the encryption (Enc) and the decryption (Dec) of an 8-bit integer and the average
memory needed for the evaluation (the array of the encrypted numbers is loaded entirely into the memory). It
is obvious that the memory requirement is quite high (3.8 GB for L = 50, N = 16 numbers). A more optimal
solution may be considered as making use of some software engineering tricks (e.g. keeping into memory,
when needed, of only a subset of the array which enters or is about to enter into the processing iteration).
The proposed solution can be considered relatively efficient in terms of time and the size of the
processed data. Still, the memory consumption may lead to a limitation. For m = 21845 and L = 40 , we
tested N = 101 encrypted numbers. The result containing the maximum value we obtained in 3400 seconds
and it required 4.8GB of memory. For comparative purposes we did an alternative implementation for the
maximum algorithm. It is based on the FHEW library [20], which provides the FHE symmetric encryption
scheme detailed by [12]. The FHEW library allows to encrypt single bit messages using a fast bootstrapping
technique to supports the homomorphic evaluation of arbitrary boolean circuits on encrypted data. Using the
FHEW, in the same hardware conditions and similar security level, finding the maximum of 16 integers took
about 3000 seconds, at least twice the time consumed by HElib leveled implementation.
6. CONCLUSIONS
In this paper we proposed a solution for the homomorphic evaluation of the maximum problem in the
case of an encrypted array. Our solution is based on the bitwise encryption of integer values and all the
computations take place in Z 2 . We built upon our previous work [16] that present a solution for the
evaluation of the comparison operator applied to encrypted integers. The new proposal assures the
confidentiality for both of the maximum value and its position into the array.
As simple as it is in the plain domain, the maximum problem rise some challenges when it comes to an
array of encrypted values. First, we present a naive solution which has several security and efficiency issues.
Second, in contrast with this approach, we proposed a new algorithm that does not need to exchange
intermediate data with the client in order to identify the maximum. Another contribution of this paper
concerns the adaptation of the proposed algorithm (i.e. the reduction of levels consumed) for leveled-FHE
schemes with respect to efficiency. The usage of a leveled FHE schemes [2] removes the need of the recrypt
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operation specific to the bootstrapping techniques and provides an acceptable degree of efficiency in the case
of real applications.
Technical aspects of our implementation and some experimental results involving the time costs are
described in the last part of the paper. For our implementation we used the latest version of HElib library
[17]. At the moment, the simple usage of this library represents a challenge as it contains low-level cryptoprimitives and an optimal configuration of its parameters is needed to be set and adjusted through
experiments for each type of application.
We consider that efficiently solving the maximum/minimum problem in the encrypted domain is
important as this could lead to solutions for other types of more complex techniques such as clusterization.
The advantages of the FHE schemes are incontestable in the context of outsourcing data processing to the
cloud. Actually, there is a trend to migrate known problems and algorithms to the homomorphic encryption
field. We can find many recent attempts in the literature which target homomorphic evaluation of known
problems like sorting of data, signal processing or cryptographic algorithms like AES, Simon or SHA2/3 [18,
19, 21, 24, 26]. The main problem still remains the lack of the efficiency, and the fact that each application
must be adapted in a very customized mode to get reasonable performances with the actual implementation
of the known FHE schemes.
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